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European foreword

This document (EN 15876:2025) has been prepared by Technical Committee CEN/TC 278, “Intelligent
transport systems”, the secretariat of which is held by NEN.

This European Standard shall be given the status of a national standard, either by publication of an
identical text or by endorsement, at the latest by October 2025, and conflicting national standards shall
be withdrawn at the latest by October 2025.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. CEN shall not be held responsible for identifying any or all such patent rights.

This document supersedes EN 15876:2023.

This fourth edition of EN 15876 incorporates the following main modifications compared with the
previous version:

| Correction of the superseded references to ESTI EN 300 674 1:2004 , which are replaced by
references to ESTI EN 300 674 2 1:2022, ESTI EN 300 674 2 2:2019 and ETSI TS 104 022:2024;

| Amendments to improve clarity of the document.

Any feedback and questions on this document should be directed to the users’ national standards body.
A complete listing of these bodies can be found on the CEN website.

According to the CEN-CENELEC Internal Regulations, the national standards organisations of the
following countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia,
Cyprus, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland,
Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal, Republic of North
Macedonia, Romania, Serbia, Slovakia, Slovenia, Spain, Sweden, Switzerland, Tirkiye and the United
Kingdom.
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1 Scope

This document specifies the test suite structure (TSS) and test purposes (TPs) for evaluation of on-
board equipment (OBE) and roadside equipment (RSE) to EN 15509.

Normative Annex A presents the test purposes for the OBE.
Normative Annex B presents the test purposes for the RSE.
Normative Annex C provides the protocol conformance test report (PCTR) proforma for OBE.

Normative Annex D provides the PCTR proforma for RSE.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

EN 15509:2023, Electronic fee collection — Interoperability application profile for DSRC

EN 12834:2003, Road transport and traffic telematics - Dedicated Short Range Communication (DSRC) -
DSRC application layer

EN ISO 3166-1:2020, Codes for the representation of names of countries and their subdivisions — Part 1:
Country code (IS0 3166-1)

EN ISO 14816:2019, Road transport and traffic telematics — Automatic vehicle and equipment
identification — Numbering and data structure (15O 14816)

EN ISO 14906:2023, Electronic fee collection — Application interface definition for dedicated short-range
communication (IS0 14906:2022)

EN ISO 14907-2:2021, Electronic fee collection — Test procedures for user and fixed equipment — Part 2:
Conformance test for the on-board unit application interface (I1SO 14907-2:2021)

ISO/TS 17573-2:2020, Electronic fee collection — Systems architecture for vehicle-related tolling Part 2:
Vocabulary

ETSI TS 104 022:2024, Transport and Traffic Telematics (TTT); Dedicated Short Range Communication
(DSRC) transmission equipment (500 kbit/s / 250 kbit/s) operating in the 5 795 MHz to 5 815 MHz
frequency band; performance tests

ETSI EN 300 674-2-1:2022, Transport and Traffic Telematics (TTT), Dedicated Short Range
Communication (DSRC) transmission equipment (500 kbit/s / 250 kbit/s) operating in the 5 795 MHz to 5
815 MHz frequency band; Part 2: Harmonised Standard for access to radio spectrum; Sub-part 1: Road
Side Units (RSU)

ETSI EN 300 674-2-2:2019, Transport and Traffic Telematics (TTT); Dedicated Short Range
Communication (DSRC) transmission equipment (500 kbit/s /250 kbit/s) operating in5 795 MHz to 5
815 MHz frequency band; Part 2: Harmonised Standard for access to radio spectrum; Sub-part 2: On-Board
Units (OBU)

ETSI/TS 102 486-1-2:2008, Intelligent Transport Systems (ITS); Road Transport and Traffic Telematics
(RTTT); Test specifications for Dedicated Short Range Communication (DSRC) transmission equipment;
Part 1: DSRC data link layer: medium access and logical link control; Sub-Part 2: Test Suite Structure and
Test Purposes (TSS&TP)
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ETSI/TS 102 486-2-2:2008, Intelligent Transport Systems (ITS); Road Transport and Traffic Telematics
(RTTT); Test specifications for Dedicated Short Range Communication (DSRC) transmission equipment;
Part 2: DSRC application layer; Sub-Part 2: Test Suite Structure and Test Purposes (TSS&TP)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in [SO/TS 17573-2:2020 apply.
[SO and [EC maintain terminology databases for use in standardization at the following addresses:
— |EC Electropedia: available at https://www.electropedia.org/

— SO Online browsing platform: available at https://www.iso.org/obp

4 Abbreviations

For the purposes of this document, the following abbreviations apply throughout the document unless
otherwise specified.

APDU  application protocol data unit

AP application process

ATS abstract test suite

BI behaviour invalid (i.e., invalid behaviour tests)
BST beacon service table

BV behaviour valid (i.e., valid behaviour tests)

DSRC  dedicated short-range communication

EFC electronic fee collection
ICS implementation conformance statement
IUT implementation under test

LLC logical link control

LPDU  LLC protocol data unit

MAC medium access control

OBE on-board equipment

OBU on-board unit

PCTR  protocol conformance test report

PDU protocol data unit

PICS protocol implementation conformance statement
PIXIT  protocol implementation extra information for testing
RSE roadside equipment

RSU roadside unit

SCTR system conformance test report
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Group Type of IUT Behaviour

Level 1 : Invalid behaviour
RSE Valid behaviour
Invalid behaviour

Application Layer - | OBE Valid behaviour

Transactions Invalid behaviour
RSE Valid behaviour

Invalid behaviour

Physical layer tests are to be performed ina radio wave laboratory. Theywill not form part of the
abstract test suite (ATS).

6.2 Reference to Conformance Specifications

Conformance to a profile standard implies conformance to the related base standards; hence, a number
of test cases for the profile standard are exactly the same as the conformance test cases for the related
base standards. Other test cases are derived from the base standards conformance test cases, by
applying some restrictions or choices in e.g. the parameters values, according to the elements stated in
the profile standard. Finally, specific conformance test cases for the profile standard are identified for
statements contained in the profile standard, which have no equivalence in the base standards. These
latter cases cover for example the security algorithms and functions that are specified in the profile
standard. This document considers existing conformance test purposes for the base standards by
referencing them, so that:

a) For test purposes that are identical to those specified in the base standards conformance test cases
(see e.g. ETSI/TS 102 486-1-2:2008 or ETSI/TS 102 486-2-2:2008) a direct reference is reported.
For reader's convenience, the title or a verbal description of the referenced test purpose is given,
together with the reference.

b)  For test purposes that are derived from those specified in the base standards conformance test
cases, a direct reference is reported, plus an indication on how the referred test purpose has to be
modified for the profile conformance testing.

c) For test purposes that are specific to the standard profile, a complete description is given.

An indication on whether a test purpose is identical, derived, or specific is given in each test purpose.

6.3 Test Purposes

6.3.1 TP Definition Conventions

The TPs are specified in tables with a header that contains a TP ID as specified in the sub-clause 6.3.2
and a title. The content of these tables is following the rules shown in Table 2.

















































































































































































EN 15876:2025 (E)

A.5.12Application security test purposes, security level 1 (AP-1SEC)
A.5.12.1 General

The Test Purposes specified in Table A.145 is applicable to the security level 1 claimed in EN
15509:2023 ICS proforma for OBU, C.4.4, Table C.3.

A.5.12.2 BV test purposes

Table A.145 specifies the security BV test purposes for OBE with security level 1.

Test subgroup objective:

— to test the behaviour of the IUT in relation to syntactically and contextual correct behaviour of the
test system.

Table A.145 — Application security test BV purposes for security level 1

ISEC/TJé!:;;V /01 | =TP/AP-0SEC/OBU/BV/01
1Sch§éﬁf];V /02 | = TP/AP-0SEC/OBU/BV/02
ISEC,;'I‘UPE};S ,[:E-W 703 || ™ PRyAROSEL/ OBLL BN /03
15ch;£3fﬁv /04 | = TP/AP-0SEC/OBU/BV/04
15ch;é3fév /05 | = TP/AP-0SEC/OBU/BV/05
1SE{:/T(:)E§3 }JI;V s | = P ARISEE/ BT /B, 96
15Ec;T0PE§3 /l':'l;IV,/ﬁ'? = TP/AP-0SEC/0OBU/BV/07
15ch{féﬁfﬁv Jog | = TP/AP-0SEC/OBU/BV/08

NOTE The support of the Transaction Counter correct update is tested by means of TP/AP-1DAT/0BU/BV/14.
A.5.12.3 Bl test purposes

NOTE Prevention of usage of KeyRef not allowed values is tested by means of EN ISO 14907-2:2021, TC10-A.
A.5.13Application transaction test purposes, security level 1 (AP-1TRA)

A.5.13.1 General

The Test Purposes specified in Table A.146 is applicable to the security level 1 claimed in EN
15509:2023 ICS proforma for OBU, B.4.3, Table B.3.

A.5.13.2 BV test purposes

Table A.146 specifies the transaction BV test purpose for OBE with security level 1.

Test subgroup objective:

— to test the behaviour of the IUT in relation to syntactically and contextual correct behaviour of the
test system.
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Table B.52 specifies how symbols are used in the description of the TPs .

Table B.52 Symbols used in TP Descriptions

SYMBOL DESCRIPTION
XXX.rq = The IUT sends the XXX.rq PDU to the Tester
< YYY.rs The tester sends the YYY.rs PDU to the IUT
A=B Test Purpose A “is congruent to” Test Purpose B. The notation Test Purpose

A = Test Purpose B means that the Test Purpose A is the same as Test
Purpose B. If differences in parameters or parameter values are be applied,
they are indicated in the text immediately below

A-B Object A “is transformed” into Object B. So a notation like “Table X — Table
Y" means that, for the scope of the Test Purpose, any reference of Table X
should be changed into references to Table Y,

= Means “assignment”. That is, a notation like “accessCredentials = a value”
means that the field accessCredentials is given a value.

@ Means “empty” or “not set”. So, a notation like “accessCredentials = @ —
accessCredentials = calculated value”, for a given Test Purpose, means
“change all occurrences in which the field accessCredentials has not been
assigned to calculation of the value accessCredentials to a given value.

NOTE The sequence of PDUs issued by an RSE is not constrained by EN 15509:2023. In general this means
that PDUs cannot be forced to be generated by the IUT.

To adequately cover all possible test purposes and to avoid a combinatorial explosion, an abbreviated
notation is used in this document. Following this notation, if applicable in a test purpose, a step is
indicated as:

n Perform TP as specified in Table B.53 — PDU Selector for security level 0

This means that, based on the received PDU, a corresponding test purpose shall be executed, as specified
in Table B.53 — PDU Selector for security level 0:

Table B.53 — PDU Selector for security level 0

GET.rq TP/AP-0GET/RSE/...
SET.rq TP/AP-0SET/RSE/ ...

2| ACTION.rq (GET-STAMPED.rq) % TP/AP-OSTA/RSE/... =Bl/z

n E ' ACTION.rq (SET-MMLrq) k: TP/AP-OMMI/RSE, .. m;fv
& | ACTION.rq (ECHO.rq) TP/AP-0ECH/RSE/...
EVENT-REPORT.rq TP/AP-OREL/RSE/ ...
Any other PDU TP failed

In order for the Test Purposes to clearly identify and specify the subject of the test, and because of the
fact that most Application Protocol Data Unit exchanges can only be tested after other exchanges had
been previously successfully performed, the Tester has been modelled as controlling a variable, named
Error, which indicates if a previously executed Test Purpose had failed. This allows to properly control
the sequence of events in a Test Purpose. The variable Error is set by the Tester to either T (True) or F
(False), to indicate whether an error occurred or not.

Additionally, as most Application Protocol Data Unit carry the mode parameter, which indicates
whether a response is expected or not, this mode parameter can be used in a Test Purpose by the Tester
to decide
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